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DETAILED ACTION 

Applicant amends claims 1 , 2, 4-6 & 8, cancels claims 3 & 7, and adds claim 9. 
Claims 1, 2, 4-6, 8 and 9 are presented for examination. 

Response to Arguments 

1 . In light of the claim amendments, the claim objections are withdrawn, the 35 
U.S.C 101 rejection is withdrawn and the previous grounds of 35 U.S.C 112 rejection is 
withdrawn. 

Applicant's arguments with respect to claims 1 , 2, 4-6, 8 and 9 have been 
considered but are moot in view of the new ground(s) of rejection. 

The fact that the Examiner may not have specifically responded to any particular 
arguments made by Applicant and Applicant's Representative, should not be construed 
as indicating Examiner's agreement therewith. 

Claim Objections 

Claim 3 is objected to because of the following informalities: 

Claim 3 recites "The method according to claim 1, further comprising move from 
E ... and move from F'" and it is believed this should read "moving." 

Claim 3 recites "... wherein h1 and h2 are mappings" and it is believed that claim 
should read "... wherein hi and h2 are mappings." 

Appropriate correction is required. 
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Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

2. Claims 1 , 2, 4-6, 8 and 9 are rejected under 35 U.S.C. 1 1 2, second paragraph, 
as being indefinite for failing to particularly point out and distinctly claim the subject 
matter which applicant regards as the invention. 

Claims 1, 6 and 8 recite the limitations "performing an elementary operation 
using a super-function operation acting from and/or to a larger set wherein a function f 
is super-function of a function f if ^(/'(^(jc)))= f{x) wherein hi is a one-to-one mapping 
between a set E and a set E' and h2 is an onto mapping of a set F' and a set F, wherein 
X is a member of E and f(x) is a member of the set F," yet no limitation is provided if the 
conditional fails. This issue is raised because the "if conditional, by its very nature, 
exhibits alternative steps in the event the "if conditional fails; the alternative step(s) 
may, or may not, be limited to not performing any step(s). Ergo, the meets and bounds 
of the claim have not been clearly established. To remediate this issue, applicant must 
remove the conditional or include the alternative step(s) when the conditional fails. 

Any claim not specifically addressed above is being rejected as incorporating the 
deficiencies of a claim upon which it depends. 

Claim Rejections - 35 USC § 103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
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the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1 , 2, 4-6, 8 and 9 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Lim (U.S. Pat Pub 2002/0003876 A1), hereinafter referred to as Lim, 
in view of Kocher (U.S. Pat 6539092 B1), hereinafter referred to as Kocher, as 
evidenced by Hein, James L. "Discrete Mathematics," hereinafter referred to as Hein. 

Re claim 1 : Lim teaches a method to secure an electronic assembly 
implementing a calculation process: 

performing an elementary operation using a super-function operation acting from 
and/or to a larger set wherein a function f is super-function ^ v o o ^ - 

V, . V ^ ^ O ^ X. \ 0 of a function f ^ v v ^ \ \ ^ "^x if 
^2(/'(^W))=/W wherein hi o ^ is a one-to-one mapping o v 
between a set E and a set E' 



\ X X N N N N s > X ^ N N ^ ^ > N - N and h2 " 

an onto mapping of a set F' and a set F s 



5, wherein x 
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daia] is a member of E ^^x"' r . o to" and f(x) v " t 0 ~- ^ ^ ^ is a member 

of the setF r32-bit data]. 

However, Kocher teaclies: 

performing an additional calculation by a verification function on at least one 
intermediate result in order to obtain a calculation signature (col 6, lines 8-24 and col 7, 

lines 1-27); 

performing the calculation by the verification function using the result obtained by 
the super function in order to obtain the calculation signature (col 6, lines 8-24 and col 
7, lines 1-27). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to have modified the teachings of Lim with the teachings of Kocher, 
for the purpose of preventing leaking of cryptographic operations (see at least Kocher: 
54-58). 

Re claim 2 : The combination of Lim and Kocher teaches performing at least once 
more all or part of the calculation in order to recalculate said signature and compare 
them in order to detect a possible error (col 10, line 54 - col 1 1 , line 23). 

Re claim 4 : The combination of Lim and Kocher teaches wherein the calculation 
of the elementary operation can be recomputed using the calculation of the super- 
function (col 10, line 54 -col 11, line 23). 

Re claim 5 : The combination of Lim and Kocher teaches: 

move from E \ . to E\^ ... "^"^ o . . by one-to-one function hi 
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^ \ *s \ V 0 "\ and move from F' .\ t ^ to F . o o ^ ^ by onto 

function h2 <i < s ' v v v\ --^^^^ \ w^. v 



; wherein hi and h2 are mappings such that for any element x of E the following 
equality IS true //(/ '(/?,( v))) = /(x) vv'-' \ ^^ \ \ 

Re claims 6 and 8 : Lim teaches an electronic assembly comprising a calculation 
process processing means, wherein the electronic assembly comprising storage means 
for storing instructions to cause the calculation processing (1|14; 1|30) and a smart card 
comprising storage means of a calculation process, processing means of said process 
(1114; 1130): 

performing an elementary operation using a super-function operation acting from 
and/or to a larger set wherein a function f is super-function [Fig 1, elt 130: see "48-Bit 
\ V K \ \' of a function f \ ^ ^ if 

^2(/'(^(-^))) = J{^) wherein hi o s ^ is a one-to-one mapping 
between a set E ' s x \^ and a set E' ^ v 
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and h2 srio i . eii mui is 
an onto mapping i of a set F' Hnoui ^sz-Dit oaias and a set F 



^Nv"^o\^ v^, wherein x \ 
IS a member of E ^ o and f(x) ^ \ \ 0\ is a member 

of the set F \' \^ 

However, Kocher teaches: 

performing an additional calculation by a verification function on at least one 
intermediate result in order to obtain a calculation signature (col 6, lines 8-24 and col 7, 

lines 1-27); 

performing the calculation by the verification function using the result obtained by 
the super function in order to obtain the calculation signature (col 6, lines 8-24 and col 
7, lines 1-27). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to have modified the teachings of Lim with the teachings of Kocher, 
for the purpose of preventing leaking of cryptographic operations (see at least Kocher: 
54-58). 

The combination of Lim and Kocher teaches an electronic assembly secured 
from differential attack and means to execute a verification function used to perform an 
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additional calculation on intermediate results in order to obtain a calculation signature 
thereby securing the electronic assembly from differential attack (Kocher: Abstract and 
page 2, cited reference Biham). 

Re claim 9 : The combination of Lim and Kocher teaches the calculation of the 
elementary operation can be recomputed using the calculation of the super-function 
(Lim: Fig1, elt CIPHER FUNCTION contains elements 110, 130 & 140 as discussed a 
priori). 

Conclusion 

Examiner's Note: Examiner has cited particular columns and line numbers in the 
references applied to the claims above for the convenience of the applicant. Although 
the specified citations are representative of the teachings of the art and are applied to 
specific limitations within the individual claim, other passages and figures may apply as 
well. It is respectfully requested from the applicant in preparing responses to fully 
consider the references in entirety as potentially teaching all or part of the claimed 
invention, as well as the text of the passage taught by the prior art or disclosed by the 
examiner. 

In the case of amending the claimed invention. Applicant is respectfully 
requested to indicate the portion(s) of the specification which dictate(s) the structure 
relied on for proper interpretation and also to verify and ascertain the metes and bounds 
of the claimed invention. 
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The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

U.S. Pat Pub 2005/0021990 A1 

Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to DARREN SCHWARTZ whose telephone number is 
(571 )270-3850. The examiner can normally be reached on 8am-4pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571 )272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

ID. SJ 

Examiner, Art Unit 2435 
/Kimyen Vu/ 

Supervisory Patent Examiner, Art Unit 2435 



